37" International Conference of Data Protection and Privacy
Commissioners

Amsterdam, 27 October 2015

Resolution on Transparency Reporting

The 37" International Conference of Data Protection and Privacy Commissioners:

a)

b)

d)

f)

g)

Recalling, and building on, the Resolution on Openness of Personal Data Practices’
that was adopted at the 35" International Conference of Data Protection and Privacy
Commissioners in 2013 in Warsaw, Poland;

Recalling the Joint Statement of the European Data Protection Authorities united in
the Article 29 Working Party? of November 26 2014;

Recalling, also, the Resolution on mass surveillance® adopted at the 9" General
Assembly of the AFAPDP in June 2015 in Brussels;

Recalling, also, the recent Working Paper of the International Working Group on
Data Protection in Telecommunications (IWGDPT) on “Transparency Reporting:
Promoting accountability when governments access personal data held by
companies” adopted in April 2015%;

Recognizing that government access to personal information held by organizations
has been an issue of increasing debate and concern, yet noting with concern that
such access remains opaque given secrecy around intelligence-gathering and law
enforcement’;

Observing that governments sometimes request personal information from
organizations and that the legal basis for such request needs to be clear;

Recognizing that organizations’ responses to such government access requests
vary, sometimes requiring judicial authorization before releasing the information,
while other times offering up personal information on a voluntary basis®;



h) Recognizing that governments and organizations do not consistently maintain

j)

K)

records of such government access requests and responses’;

Recognizing heightened concerns of individuals about personal information provided
to organizations for the sole purpose of accessing a good or service, being accessed
and used by governments for policing or surveillance®;

Recognizing some organizations have begun to issue transparency reports, but
without consistent, comparable data;

Emphasizing the importance of transparency reporting as a method of keeping the
public informed, promoting accountability and retaining trust in digital
communications and the online environment;

The 37" International Conference of Data Protection and Privacy Commissioners
therefore resolves to:

1. Urge governments to keep records on the number, nature and purpose of lawful
access requests for personal information held by organizations;

2. Urge governments to develop consistent reporting across jurisdictions, to better
explain in open, non-technical language how often requests for personal data are
made and for what purposes, with the goal of publishing such records on a
regular basis;

3. Urge governments to remove legal or administrative hurdles to transparency
reporting — whether through statutory prohibitions, non-disclosure provisions,
technical standards or licensing requirements;

4. Urge organizations to conduct rigorous due diligence, including internal
monitoring and reporting to senior management prior to responding to
government requests for personal information, in order to ensure their lawful
basis and maintain consistent records for reporting purposes;

5. Urge organizations across all sectors to document and explain to the public and
relevant supervisory authorities their internal policies and procedures for dealing
with security and law enforcement requests;

6. Urge organizations to publish transparent reports on the number of requests
made, nature of responses and legal basis of government institutions for access
to personal information of their customers and employees, and;



7. Urge all data protection authorities, oversight bodies and review agencies
involved in supervision of surveillance activities to ensure trustworthy,
independent and publicly accountable oversight where they have been given the
powers to play this role.

The U.S. Federal Trade Commission abstains from this resolution, which relates to matters outside its
jurisdiction.
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