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Application Security

The AIPD computer application for the Data Protection Impact Assessment is a computer
application that is installed locally on the computer and is used only locally.

The AIPD application:

— It does not open any ports on the computer where it is installed, because it only needs to
work locally on that computer.

— It does not use the corporate network of the organization in which it is installed.

— You don't use the internet, you don't connect, you don't receive data, you don't send data
to other internet apps or services.

— Do not need access control safeguards.

— Do not need to define users, access profiles, or access credentials.

The only communication on the computer itself on which it is installed is to save (export the
work done) or use an impact assessment previously done. In both cases, these are JSON-
type files, which are structured text files, which cannot include threats to the computer or the
organization, beyond the text content that the user of the application has included.

For all of the above, the AIPD application does not increase the security risks of the place or
organization where it is installed and used.

Download the AIPD application from the APDCAT and check

The Catalan Data Protection Authority (APDCAT) offers the free AIPD application. For this
reason, it must be downloaded exclusively from the APDCAT website.

If this is not done, the application used may not be the original one and could have been
modified including some vulnerability.

To make sure that this has not happened, it is advisable to check the integrity, hash or digital
signature of the downloaded file.

For the AIPD Version 2.0.0 files, the verification data must be the following in SHA256
format:

AIPD-2.0.0-Windows.zip.001
479A73A5E253E877187621507CAC60929EDFAEFED6B0885151BAC506DDB8946E
AIPD-2.0.0-Windows.zip.002
207963E223EE54DA489783817E51B77DC55FA2C960B805680D4B98CE35D09D90

AIPD-2.0-Linux.zip.001
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AE5B6451DE851E4EC019B3D92824B8B82AF4ADBD5CECC5C0AE37020BB342E0C5A
AIPD-2.0-Linux.zip.002
55E5DE710A675D761522505E6840A281478335387E946B64D379FA4EE1ED208F

If you have any questions or concerns, please contact: Electronic

office - Autoritat Catalana de Proteccié de Dades
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https://tramits.apdcat.cat/Ciutadania/Tramits/Formularis/Tramit190ca.aspx?Cercador=True&Informacio=True
https://tramits.apdcat.cat/Ciutadania/Tramits/Formularis/Tramit190ca.aspx?Cercador=True&Informacio=True
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