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Casino Rama CYBERATTACK prompts
S50M class-action lawsuit

Casino became aware of security breach on Nov. 4 2016; stolen information dates back to 2014

source: CBC news Nov 10t 2016
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PlayStation and Xbox forums hacked exposing
2.5 million gamers' personal details

Millions of gamers' personal details have been shared publicly online

» &f‘ot-—.‘

source: Mirror Feb 15t 2017
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NBA 2K’s Face-Scanning feature complies with law

With the growth of digital avatars and face-scanning technology, many tech companies have been hit
with suits challenging privacy protections

REFERENCE POINTS COLLECTED: 10,234
SCAN OUALITY: GREAT
SCAN QUALITY: GREAT

source: Lexology Feb 16t 2017
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Where hackers take their money
Casinos, Cryptocurrency, and Virtual Worlds

source: di9it Feb 15th 2017
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cyber security top 5 myths

Movies
big ones
motivation
technical issue
not me
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http://map.norsecorp.com
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http://map.norsecorp.com/

motivations behind a cyber attack

3.3% organized cyber crime

W Cyber Crime
Hacktivism

W Cyber Espionage

® Cyber Warfare

Source: HACKMAGEDDON march 2016
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http://www.hackmageddon.com/
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https://www.youtube.com/watch?v=qdlmxaPs06Y

cybercrime automation |
>50% Internet traffic

(s not human
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world’s biggest data breaches

http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks
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http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks

they want your credentials

123456
password
12345
1234
football

TOP 20
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(os a percentage of all passwords)
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Lilo Is short. Have an affer®
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login 0.2%
welcome 0.2%
loveme 0.2%
hottie 0.2%
abc123 0.2%
121212 0.2%

123654789 0.2%
flower 0.2%
password 0.2%
dragon 0.1%

Source: Skyhigh Networks july 2015
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https://www.skyhighnetworks.com/

Darknet
marketplaces

THE DARKNET:

The Underground for the Underground
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cyber security top5 recommendations

be aware (sensitization)

assess your digital risk
compare to physical world
implement some measures

part of your digital life
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Mingo Olmos

(+34) 935011300
(+34) 600579504
molmos@ackcent.com
@mingoolmos
@ackcentsecurity



