APPENDIX I

(This sample set of rules for the use of email is published with the sole purpose of offering an example. Each organisation should draft its own rules, tailored to its particular needs.)
Rules for the use of email 

1. Object of these rules
............. (name of the organisation) allocates computer equipment and a corporate email account through the ........... email client system to employees who need them in the performance of their duties.

The aim of this document is to establish the criteria of use of the corporate email for staff in the service of ................ (name of the organisation), in order to ensure its proper use.
2. General instructions for the use of email
Staff in the service of ................ (name of the organisation) must make proper use of the email facilities allocated to them for the performance of their duties. To do so, they must comply with these rules. 

Every employee who is allocated an email account is established as a user of these systems, and is responsible for the resources assigned to them and all actions carried out in their use.

3. Allowed uses of email
Use of the email account allocated by ................ (name of the organisation) must be limited to the performance of the duties inherent in the post. The following conditions therefore apply:
1. The account may only be used for private purposes when such use is for personal or domestic reasons which are not abusive and do not compromise the security of the organisation’s IT systems or the normal pursuit of its duties.
2. It may not be used for professional activities other than in the tasks assigned.

3. The use of personal webmail accounts is only allowed for private purposes under the conditions set out in Point 3.1. Under no circumstances may a webmail account be employed in the performance of assigned duties, unless authorised by .................. . 

4. Under no circumstances may persons allocated the management of generic email accounts associated to certain procedures or administrative units (e.g. enquiries@... .cat) use these accounts for personal reasons, or provide this address for personal purposes.  

5. The allocated email address may not be used to contract personal services unrelated to the employee’s professional activity. 

The configuration of email client accounts on computers belonging to ................ (name of the organisation) other than those facilitated by the company is prohibited.
The use of chat and social networking sites, instant messaging services and so on during working hours is prohibited, except when such use is work-related.
4. Management of the mailbox
Each user must ensure that the information contained in their email system is properly managed. The following conditions therefore apply:
6. The inbox and, if necessary, the sent mail box, must be examined and emptied once at least every ... days. Messages that do not need to be retained must be deleted and the remainder filed in the corresponding folder or sub-folder, especially those that may contain personal information.  

Messages that form part of an administrative procedure and others that need to be retained may only be deleted from the email account if they have previously been duly stored in the corresponding file.   

7. Private emails which are retained must be indicated as such, either through a name or symbol that facilitates their identification, or by creation of a specific folder for private emails, in which this type of message is stored.  

8. Messages in the recycling bin or deleted file folder must also be periodically eliminated. 
5. Use of the addresses published in the ................ (name of the organisation) directory  
The email addresses of staff in the service of ...... are published on the corporate intranet. These addresses may be used:

a) For communications between employees related to the performance of their respective duties.
b) By the workers’ representatives to distribute information related to union activity in the company. Employees can object to the use of their address for this purpose by contacting the trade union directly, or by addressing their complaint to: ... . 

These addresses may not however be given to third parties who do not belong to the organisation, except when necessary for the performance of the employee’s assigned duties. 
The right of cancellation should be exercised against third-parties who do not belong to the organisation and improperly employ data relating to the professional email address.

6. Security measures
6.1 General measures

Email system users must comply with the following security measures:
c) Keep the email account username and access password safe and do not give them to others, even for the purposes of system maintenance.

d) Do not use an easily guessable password. 
e) Do not use the Remember Password option offered to users to avoid reintroducing it every time they log in.
f) Block access to the email account if you are going to be absent from the workplace during working hours. 
g) Do not participate in chain messages.
h) Do not disable email filters or the security options enabled by the system administrator.

i) Do not use the Preview option. 

j) Do not open suspicious messages. Inform ...... immediately.

k) Do not send, resend or reply to email messages that contain sensitive data, without the authorisation of ...... . 

l) In the event of detecting an incident while using email, the employee must immediately inform the person responsible for security by means of ..............
m) (Others .......) 

6.2 Digital signature
The digital signature must be used whenever necessary to guarantee the authenticity and integrity of an email.

A message can be signed digitally with the digital certificate provided by the company, provided the following conditions are met:

n) The email is sent associated with the identity of an individual. It is not therefore applicable in the case of generic emails.
o) The communication is made in the performance of assigned duties. Personal or private emails are therefore excluded.
6.3 Encrypted messages
Email messages must be encrypted when they contain: 

· Data which reveal the ideology, trade union membership, religion, beliefs, racial or ethnic origin, health or sex life.

· Data obtained for police purposes without the consent of the data subjects.

· Data derived from acts of gender violence.
· Other types of data relating to ...

7. Other rules for the proper use of email
9. Employ the blind carbon copy (Bcc) option when a message is sent to more than one recipient, any of whom do not form part of the company.
10. Use the re-send option only in cases in which the recipient can access both the message sender and its content with all of the information in the thread of emails of which the communication forms part. 
11. Delete the signature footer when sending a private message from the professional email address.
12. (Others.........)
8. Absence of the employee
In the case of a programmed absence of more than ..... days, the Out of the Office message can be enabled to provide another contact address which ensures continuity of the activity.  

The text of this message will read as follows: “...............”
Prior to the absence, the employee should:

13. Store personal or private information in a personal folder.

14. Transfer the information necessary to continue the activity during the absence.

9. Termination of the employment relationship
The company may cancel provision of the email service when the user is found to be misusing it, or when the contractual relationship with the employee is terminated.

The employee is entitled to obtain any personal messages that are stored in the personal message folder at that time and which are designated or may be identified as such. The remaining messages may be analysed to ascertain whether they are necessary for the continuity of the activity or can safely be deleted.  

10. Access to email outside the workplace
When the company-provided email is used outside the workplace, the following rules will apply:
p) Do not enable the Remember Password option when sharing the use of a computer. 

q) If the use of a computer to access email via the Internet is shared, delete the browsing history and close the program when the session ends. 
r) Use antivirus programs.

s) Employ your username and password to block mobile devices from which access to the professional email can be used.

t) Employ content encryption mechanisms on the mobile device. 

11. Best practices in the use of email
11.1 With respect to the recipients:

· Check recipients’ addresses before sending the message.

· Consider use of the blind carbon copy (Bcc) option when sending an email to multiple recipients.  
· When resending an email, delete the addresses of previous recipients in order to avoid unjustified dissemination of third-party addresses.
11.2 With respect to the subject:

· Identify the subject clearly and concisely. 

· Do not include personal information in the subject.

· Avoid using words or expressions that might activate anti-spam protection.
11.3 With respect to the content:

· Before sending the message, check that its content can be revealed.

· Use the established corporate model of automatic signature footer for email messages, which includes the confidentiality clause. The signature footer must be deleted in the case of personal messages. 

· Organise sent and received messages into folders. Delete messages from the inbox regularly. 

11.4 With respect to attachments:

· Before sending the email, check that the content of the attachments can be revealed 

· Avoid sending excessively large files. The maximum anticipated volume is ..... . If files are larger than this they can be compressed.

11.5 Other rules or behaviour, or netiquette:
· ....
12. Access to the email account by the company
The company may conduct automatic monitoring of the use of email accounts in order to ensure the system’s normal operation (traffic volume, number of messages sent, etc.). 
The content of messages or attachments will only be accessed in the following cases and when no other less intrusive mechanism is available:

u) To conduct maintenance operations or work related to system security. In these cases, the employee will be informed of the tasks to be carried out and offered the opportunity to be present.

v) In the event of a classified information-investigative file or disciplinary proceedings, to examine email use in those cases in which there are evidences of misuse by the employee. In this case, authorisation of the head of human resources must be obtained by the investigating official. Access must be carried out in the presence of the corresponding employee or, if necessary, an employees’ representative. 
w) To ensure the continuity of activity in the case of unexpected absence of the employee. If access must be gained to the absent employee’s email messages due to an urgent need related to company activity, the employee in question may delegate supervision of the procedure to a colleague. Under no circumstances may such absence be considered justification for accessing messages that the employee has signalled as private or which are stored in a folder identified as private or personal. 

13. Consequences of non-compliance with these rules for the use of email:

When the company detects that an employee has made improper use of the email account allocated to him or her, a formal written warning will issued, without prejudice to the possible application of the corresponding disciplinary measures.  
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